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  [bookmark: uid3] Section: 
      Overall Objectives
LogNet's Motto and Logo and Manifesto

Our Motto is “Computer is moving on the edge of the
Network...” by Jan Bosch, Nokia Labs, [LNCS 4415, 2007] and our
logo is in Figure 1 .

[bookmark: uid4]Figure
	1. LogNet logo and Reference model of an “Internet Computer”	[image: IMG/LogNet-Logo3.jpg]	[image: IMG/internet-pc.png]





We propose foundations for generic overlay networks and overlay
computing systems. Such overlays are built over a large number of
distributed computational agents, virtually organized in colonies, and
governed by a leader (broker) who is elected democratically (vox populi,
vox dei) or imposed by system administrators (primus inter
pares). Every agent asks the broker to log into the colony by
declaring the resources that can be offered (with variable
guarantees). Once logged in, an agent can ask the broker for other
resources. Colonies can recursively be considered as evolved agents
who can log into an outermost colony governed by another
super-leader. Communications and routing intra-colonies goes through a
broker-2-broker PKI-based negotiation. Every broker routes intra- and
inter- service requests by filtering its resource routing table, and
then forwarding the request firstly inside its colony, and secondly
outside, via the proper super-leader (thus applying an
endogenous-first-exogenous-last strategy). Theoretically, queries are
formulas in first-order logic equipped with a small program used to
orchestrate and synchronize atomic formulas (atomic services). When
the client agent receives notification of all of (or part of) the
requested resources, then the real resource exchange is performed
directly by the server(s) agents, without any further mediation of the
broker, in a pure peer-to-peer fashion. The proposed overlay promotes
an intermittent participation in the colony, since peers can appear,
disappear, and organize themselves dynamically. This implies that the
routing process may lead to failures, because some agents have quit or
are temporarily unavailable, or they were logged out manu militari by
the broker due to their poor performance or greediness. We aim to
design, validate through simulation, and implement these foundations
in a generic overlay network computer system.

Therefore, the general objectives of LogNet can be summarized as follows:


	[bookmark: uid5] to provide adequate notions and definitions of a generic
overlay computer: logic, communications, implementations,
applications, hardware;



	[bookmark: uid6] on the basis of the above definitions, to propose a precise
architecture of an overlay computer with related execution model and
implement it, see Fig 1 ;



	[bookmark: uid7] on the basis of the above definitions, to implement useful
applications suitable to help the logical and software assembling of
an overlay computer and experiment it at large scale;



	[bookmark: uid8] putting our savoir-faire in logics, type theory, formal systems,
object-oriented, functional programming to the service of
telecommunications and the so-called Internet of the future.





[bookmark: uid9] Section: 
      Overall Objectives
Highlights of the Year


	[bookmark: uid10] The contrat Alcotra Interreg myMed: a peer-to-peer
programmable social network and cloud platform 2010-2013
ends. LogNet was the head of this ambitious project. The project can
be visited at the page
http://www.mymed.fr  Please have a
try, see Fig 2  !

[bookmark: uid11]Figure
	2. http://www.mymed.fr 	[image: IMG/splash1.png]	[image: IMG/splash2.png]





[bookmark: uid12]Figure
	3. Nice Matin	[image: IMG/nice-matin4.png]







	[bookmark: uid13] Four articles on myMed has been published in the newspaper “Nice Matin”


	[bookmark: uid14] http://www.nicematin.com/article/lapplication-myriviera-lancement-en-fevrier.689848.html  



	[bookmark: uid15] http://www.nicematin.com/papier/tout-sur-la-riviera%E2%80%A6-a-portee-de-doigt.831703.html  



	[bookmark: uid16] http://www.nicematin.com/derniere-minute/myriviera-bientot-sur-les-smartphones.831394.html  



	[bookmark: uid17] See Fig 3 .






	[bookmark: uid18] A quite nice “artistic video” on myMed can be seen on
http://www-sop.inria.fr/teams/lognet/multimedia/myMed_v3.mov .
Please enjoy it!
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  [bookmark: uid20] Section: 
      Application Domains
Introduction

We study overlay networks and peer-to-peer systems. Our skills are
applied to
studying protocols to interconnect heterogeneous networks, while
guaranteeing backward compatibility. We experiment with those
networks and systems in various fields, such as social networks and video
streaming.

We design and implement a generic social platform, which is able to
“program” and “run” (in a cloud based platform hosting a NoSQL
data base) generic social networks. This is the first step towards a
full decentralized P2P-based social network platform.

We also study Trust and Reputation Systems for P2P networks, and for
Network Web Economy.

The final objective of those research veins is to move the computer
and the computability at the edge of the network.

As another topic, we also study logics and type theory for improving
proof assistants based on the Curry-Howard Isomorphism.


[bookmark: uid21] Section: 
      Application Domains
Applications

Because of its generality, our overlay network can target many
applications. We would like to list a small number of useful
programmable overlay-network-related case studies that can be considered as
“LogNet Grand Challenges”, to help potential readers understand the
interest of our research program.


	[bookmark: uid22] Interconnecting overlay networks transparently;



	[bookmark: uid23] building a programmable social network platform relying on a
cloud + P2P architecture;



	[bookmark: uid24] experimenting with our interconnecting algorithm in the domain of
video streaming;



	[bookmark: uid25] studying and integrating mobile devices and mobile networks
3G/4G as a real peer in actual P2P systems;



	[bookmark: uid26] studying trust and reputation systems applied to P2P and web
economy;



	[bookmark: uid27] studying new distributed models of computation (long term
objective);



	[bookmark: uid28] studying new type theories and lambda-calculi to be the basis
of new proof assistants based on Curry-Howard isomorphism.
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  [bookmark: uid30] Section: 
      Software
myMed

Our flagship software is called myMed. myMed is a highly innovative
project in which three main orthogonal components are brought together:


	[bookmark: uid31] a software development kit, SDKmyMed, with which we can build social networks in “rush time”;



	[bookmark: uid32] a novel distributed hosting cloud, CLOUDmyMed, with which the
social applications (developed by us and by third parties) can be
hosted and run;



	[bookmark: uid33] a pull of 5-10 social network applications, aka “sociapps”
developed in our team to test the SDKmyMed.




The sociapp can be enjoyed in almost all platforms, from web browsers,
to mobile web, until IOS and Android devices.


[bookmark: uid34] Section: 
      Software
myMed backbone
Participants :
      Luigi Liquori [contact] , The myMed Engineer Team.

[bookmark: uid35]Figure
	4. The myMed backbone and the myMed LaunchPad	[image: IMG/myMed-backbone.jpg]	[image: IMG/splash3.png]






We have implemented a “backbone” for the myMed social network
using a nosql database called Cassandra
http://cassandra.apache.org ,
the latter used also by social networks like Facebook and
Twitter. The backbone relies on 50 PC quad code HP400, equipped with
2Tb of hard drive each.


[bookmark: uid36] Section: 
      Software
myMed frontend
Participants :
      Luigi Liquori [contact] , The myMed Engineer Team.


We have implemented a front-end with which all the social
application can be used and downloaded via a “store” mechanism
similar to the ones of Apple and Google stores. Social
applications can be chosen, voted for via a reputation system, and
uninstalled (including all personal data) if the user wants. We have
also implemented a “template” allowing to build “proofs-of-concept”
of social networks in a very short time.


[bookmark: uid37] Section: 
      Software
Synapse simulator in Oversim
Participant :
      Vincenzo Ciancaglini [contact] .


Synapse-Oversim is an implementation of the Synapse overlay
interconnection protocol in the Oversim overlay simulator. The
software presents two main contributions: first of all, a fork of the
original Oversim simulator has been implemented in order to support
running multiple protocol modules in a single instance of Oversim, a
necessary feature in order to simulate a set of heterogeneous
interconnected networks. Secondly, the whole Synapse protocol has
been implemented on top of Oversim, in order to allow for the
efficient inter-routing of messages between heterogeneous overlays.
The Synapse code has been developed in C++, by running in Oversim,
its correctness and its performances can be evaluated, while then the
code can be easily ported to a real-world application.


[bookmark: uid38] Section: 
      Software
Synapse model Erlang validator
Participant :
      Vincenzo Ciancaglini [contact] .


During the work on the Synapse protocol, we devised a mathematical
model which would allow us to estimate performance indexes of an
interconnected system without having to deploy a full-scale
experiment. In order to be validated, however, the model results
needed to be verified against some simulation results, run under
simplified conditions, but with the highest possible number of
nodes. To achieve this, a dedicated simulator has been developed
using Erlang, a programming language dedicated to parallel and
distributed applications, which allow for the simulation of extreme
systems, with a number of nodes beyond one million, in the fastest way
achievable, by fully exploiting the multicore architecture of modern
machines. The simulator instantiates a lightweight thread for each
node, and the communication are rendered by message passing between
the different node threads, thus keeping the simulation conditions
as close as possible to a real world behavior.


[bookmark: uid39] Section: 
      Software
CCN-TV Omnet++ simulator
Participant :
      Vincenzo Ciancaglini [contact] .


CCN-TV-SIM is a software, based on the network simulation framework
Omnet++, which simulates a real time video broadcast system over
content-centric networks. The system is able to manage multiple
streams of video at different rates, using real video traces,
simulate different caching policies, different channels being
transmitted concurrently, background network traffic, and different
channel switch rates. Furthermore it can exploits network
topologies taken from real networks, like the Deutsche Telecom
network, or the Geant.


[bookmark: uid40] Section: 
      Software
Java implementation of the OGP
protocol and the experiment controller
Participant :
      Hoang Giang Ngo [contact] .


OGP-Experiment contains Java implementation of the OGP protocol (OGP
stands for overlay gateway protocol) which is used for inter-routing
between heterogeneous overlay networks, and a Java implementation of
the experiment controller, which is responsible for scheduling,
managing and monitoring the statistics of the experiments. The
software supports experiments in churn and no-churn
environments. Performance metrics of the OGP protocol, such as the
latency, the successful rate of data lookup and the traffic
generated by a peer are reported. The experiments are performed on
the Grid 5000 platform. Heterogeneous overlays which are connected by
OGP can be easily plugged into the software.


[bookmark: uid41] Section: 
      Software
Java implementation of
the Synapse protocol and the experiment controller
Participant :
      Hoang Giang Ngo [contact] .


Synapse-Experiment contains Java implementation of the Synapse
overlay interconnection protocol and Java implementation of the
experiment controller which is responsible for scheduling, managing
and monitoring the statistics of the experiments. The software
supports experiments in churn and no-churn
environments. Performance metrics of the Synapse protocol, such as the
latency, the successful rate of data looking up and the traffic
generated by a peer are reported. The experiments are performed on
the Grid 5000 platform.


[bookmark: uid42] Section: 
      Software
Reputation Computation Engine for
Social Web Platforms
Participants :
      Thao Nguyen [contact] , Laurent Vanni.


Among the three components of a Trust and Reputation System,
information gathering is most dependent on the application system,
followed by the decision support component and then by the building
of a robust Reputation Computation Engine and an experimental GUI,
showing how bad users are segregated by the engine. To simulate the
working of the reputation engine, we set up a population of Nu
users, providing the same service, and undertaking Nt
transactions. In each transaction, a random consumer is assigned to
request the service. Other users will then be candidate providers
for this request. When a user plays the role of a consumer, his
behavior is modeled in the raterType attribute. Three types of raters
include HONEST, DISHONEST and COLLUSIVE. HONEST raters share their
personal experience honestly, i.e. Rr = Ep. DISHONEST raters provide
ratings 0:5 different from their true estimation, i.e. Rr = Ep +-
0:5. COLLUSIVE raters give the highest ratings (Rr = 1) to users in
their collusion and the lowest ratings (Rr = 0) to the
rest. Similarly, when a user acts as a provider, he can be one of
the following types of providers: GOOD, NORMAL, BAD, or
GOODTURNBAD. This type is denoted in providerType attribute. The QoS
of the service provided by a BAD, NORMAL, or GOOD provider has a
value in the interval (0; 0:4], (0:4; 0:7], or (0:7; 1]
respectively. A GOODTURNBAD provider will change the QoS of his
service when 50% of Nt transactions have been done in the
simulation. To get a transaction done, a consumer obtains a list of
providers, computes reputation scores for them, chooses a provider
to perform the transaction, updates his private information, and
publishes his rating for the provider. The quality of service that
the consumer will experience depends on the providerType of the
chosen provider. The difference between the consumer's rating for
the provider and his observation depends on the consumer's
raterType.

To run a simulation, the user must specify 10 parameters as described
above: Simulation(Nu, Nt, %G, %N, %B, %GTB, %H, %D, %C,
%dataLost). The simulator has been published in [22] .

[bookmark: uid43]Figure
	5. A prototype graphical GUI for the Reputation Computation Engine	[image: IMG/simtrust.png]






[bookmark: uid44] Section: 
      Software
Ariwheels
Participants :
      Luigi Liquori [contact for the Ariwheels simulator] , Claudio Casetti [Politecnico di Torino, Italy] , Diego Borsetti [Politecnico di Torino, Italy] , Carla-Fabiana Chiasserini [Politecnico di Torino, Italy] , Diego Malandrino [Politecnico di Torino, Italy, contact for the Ariwheels client] .


Ariwheels is an info-mobility solution for urban environments, with
access points deployed at both bus stops (forming thus a wired
backbone) and inside the buses themselves. Such a network is meant to
provide connectivity and services to the users of the public
transport system, allowing them to exchange services, resources and
information through their mobile devices. Ariwheels is both:


	[bookmark: uid45] a protocol, based on Arigatoni and the publish/subscribe
paradigm;



	[bookmark: uid46] a set of applications, implementing the protocol on the
different types of nodes;



	[bookmark: uid47] a simulator, written in OMNET++ and recently ported to the ns2
simulator, see Fig 6 .




[bookmark: uid48]Figure
	6. The Ariwheels simulator in Omnet	[image: IMG/one.jpg]





See the web page
http://www-sop.inria.fr/members/Luigi.Liquori/ARIGATONI/Ariwheels.htm 
and
http://arigtt.altervista.org .


[bookmark: uid49] Section: 
      Software
Arigatoni simulator
Participants :
      Luigi Liquori [contact] , Raphael Chand [Université de Geneva, Switzerland] .

[bookmark: uid50]Figure
	7. The Arigatoni simulator	[image: IMG/Simulateur-Arigatoni.jpg]






We have implemented in C++ ([image: Im1 $\#8764 $]2.5K lines of code) the Resource
Discovery Algorithm and the Virtual Intermittent Protocol of the
Arigatoni Overlay Network. The simulator was used to measure the
load when we issued n service requests at Global Computers chosen
uniformly at random. Each request contained a certain number of
instances of one service, also chosen uniformly at random. Each
service request was then handled by the Resource Discovery mechanism
of Arigatoni networks.


[bookmark: uid51] Section: 
      Software
Synapse client
Participants :
      Laurent Vanni [contact] , Luigi Liquori, Cédric Tedeschi, Vincenzo Ciancaglini.


In order to test our Synapse protocol [17]  on
real platforms, we have initially developed JSynapse, a Java
software prototype, which uses the Java RMI standard for
communication between nodes, and whose purpose is to capture the
very essence of our Synapse protocol. It is a flexible and
ready-to-be-plugged library which can interconnect any type of
overlay networks. In particular, JSynapse fully implements a
Chord-based inter-overlay network. It was designed to be a
lightweight and easy-to-extend software. We also provided some
practical classes which help in automating the generation of the
inter-overlay network and the testing of specific scenarios. We
have experimented with JSynapse on the Grid'5000 platform connecting
more than 20 clusters on 9 different sites. Again, Chord was
used as the intra-overlay protocol. See,
http://www-sop.inria.fr/teams/lognet/synapse-net2012/ .


[bookmark: uid52] Section: 
      Software
Open Synapse client
Participant :
      Bojan Marinkovic [contact] .


Opensynapse is an open source implementation of
[17] . It is available for free under
the GNU GPL. This implementation is based on Open Chord (v. 1.0.5) -
an open source implementation of the Chord distributed hash table
implementation by Distributed and Mobile Systems Group Lehrstuhl
fuer Praktische Informatik Universitaet Bamberg, see
http://www-sop.inria.fr/teams/lognet/synapse-net2012/ .

Opensynapse is implemented on top of an arbitrary number of overlay
networks. Inter-networking can be built on top of Synapse in a very
efficient way. Synapse is based on co-located nodes playing a role
that is reminiscent of neural synapses. The current implementation
of Opensynapse in this precise case interconnects many Chord overlay
networks. The new client currently can interconnect an arbitrary
number of Chord networks. This implementation follows the notation
presented in [16] , and so, each new Chord network is
called a Floor.


[bookmark: uid53] Section: 
      Software
Husky interpreter
Participants :
      Marthe Bonamy [contact] , Luigi Liquori.

[bookmark: uid54]Figure
	8. Launching the Husky interpreter	[image: IMG/husky.jpg]






Husky is a variable-less language based on lambda calculus and term
rewriting systems. Husky is based on the version 1.1 of Snake [13] . It was completely rewritten in CAML by Marthe
Bonamy, ENSL (new parser, new syntactic constructions, like, e.g.,
guards, anti-patterns, anti-expressions, exceptions and parametrized
pattern matching). In Husky, all the keywords of the language are
ASCII-symbols. It could be useful for teaching basic algorithms and
pattern-matching to children.


[bookmark: uid55] Section: 
      Software
myTransport Gui
Participants :
      Laurent Vanni [contact] , Vincenzo Ciancaglini, Liquori Liquori.

[bookmark: uid56]Figure
	9. myTransport on the Nokia N800 Internet tablet	[image: IMG/mytransport.jpg]






myTransport is a GUI built on top of the Synapse protocol and
network. Its purpose is to be a proof of concept of the future
service of info-mobility to be available in the myMed social Network,
see Figure 9 . The GUI is written in Java and it
is fully functional in the Nokia N800 Internet tablet
devices. myTransport has been ported to the myMed social network.


[bookmark: uid57] Section: 
      Software
myDistributed Catalog for
Digitized Cultural Heritage
Participants :
      Vincenzo Ciancaglini [contact] , Bojan Marinkovic [MISANU, Serbia] , Liquori Liquori.

[bookmark: uid58]Figure
	10. myDistributed Catalog	[image: IMG/mycatalog.png]






Peer-to-peer networks have emerged recently as a flexible
decentralized solution to handle large amount of data without the
use of high-end servers. We have implemented a distributed catalog
built up on an overlay network called “Synapse”. The Synapse
protocol allows interconnection of different overlay networks each
of them being an abstraction of a “community” of virtual
providers. Data storage and data retrieval from different kind of
content providers (i.e. libraries, archives, museums, universities,
research centers, etc.) can be stored inside one catalog. We
illustrate the concept based on the Synapse protocol: a catalog for
digitized cultural heritage of Serbia, see
Figure 10 .


[bookmark: uid59] Section: 
      Software
myStreaming P2P
Participants :
      Vincenzo Ciancaglini [contact] , Rossella Fortuna [Politech Bari] , Salvatore Spoto [Univ. Turin] , Liquori Liquori, Luigi Alfredo Grieco [Politech Bari] .


We have implemented, in Python, a fork of Goalbit
http://goalbit.sourceforge.net ,
an open source video streaming platform peer-to-peer software
streaming platform capable of distributing high-bandwidth live video
content to everyone preserving its quality. We have aligned with the
classical gossip-based distribution protocol a DHT that distribute
contents according to a content-based strategy.
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  [bookmark: uid61] Section: 
      New Results
A Backward-Compatible Protocol for
Inter-routing over Heterogeneous Overlay Networks
Participants :
      Giang Ngo Hoang, Luigi Liquori, Vincenzo Ciancaglini, Petar Maksimovic, Hung Nguyen Chan [HUST, Vietnam] .


[bookmark: uid62]Figure
	11. An Overlay Gateway Protocol Topology	[image: IMG/ogp.png]





Overlay networks are logical networks running on the highest level
of the OSI stack: they are applicative networks used by millions of
users everyday. In many scenarios, it would be desirable for peers
belonging to overlays running different protocols to communicate
with each other and exchange certain information. However, due to
differences in their respective protocols, this communication is
often difﬁcult or even impossible to be achieved efﬁciently, even if
the overlays are sharing common objectives and functionalities. In
this paper, we address this problem by presenting a new overlay
protocol, called OGP (Overlay Gateway Protocol), allowing different
existing networks to route messages between each other in a
backward-compatible fashion, by making use of specialized peers
joined together into a super-overlay. Experimental results on a
large scale Grid5000 infrastructure show that having only a small
number of nodes running the OGP protocol is sufﬁcient for achieving
efﬁcient routing between heterogeneous overlay networks.

The three scenarios in Figure 11  are shown to
illustrate the routing of three lookup queries, in which full OGP
peers, lightweight OGP peers and blind peers interact in order to
reach across overlays represent requests, while dashed lines
represent responses. using the OGP super-overlay. The three smaller
ovals represent standard overlays, while the largest oval represents
the OGP super-overlay, forwarding messages back and forth between
standard overlays. The black squares B; C; G; N and P represent full
OGP peers, the black circles A; D and F represent lightweight OGP
peers, while the white circles E; H, and M represent blind
peers. Solid lines requests, while dashed lines represent
responses. The paper is the continuation of the work of HotPost 2011
[7]  and it has been accepted to ACM SAC 2013
[33]  and a long version will be submitted in a high level
conference [34] .


[bookmark: uid63] Section: 
      New Results
Interconnection of large scale
unstructured P2P networks: modeling and analysis
Participants :
      Rossano Gaeta [Univ. Turin] , Riccardo Loti, Luigi Liquori, Vincenzo Ciancaglini [contact] .


Interconnection of multiple P2P networks has recently emerged as a
viable solution to increase system reliability and fault-tolerance
as well as to increase resource availability. In this paper we
consider interconnection of large scale unstructured P2P networks by
means of special nodes (called Synapses) that are co-located
in more than one overlay. Synapses act as trait d'union by
sending/forwarding a query to all the P2P networks they belong
to. Modeling and analysis of the resulting interconnected system is
crucial to design efficient and effective search algorithms and to
control the cost of interconnection. To this end, we develop a
generalized random graph based model that is validated against
simulations and it is used to investigate the performance of search
algorithms for different interconnection costs and to provide some
insight in the characteristics of the interconnection of a large
number of P2P networks. To overcome this strong limitation, we
develop a generalized random graph based model to represent the
topology of one unstructured P2P network, the partition of nodes
into Synapses, the probabilistic flooding based search algorithms,
and the resource popularity. We validate our model against
simulations and prove that its predictions are reliable and
accurate. We use the model to investigate the performance and the
cost of different search strategies in terms of the probability of
successfully locating at least one copy of the resource and the
number of queries as well as the interconnection cost. We also gain
interesting insights on the dependency between interconnection cost
and statistical properties of the distribution of Synapses. Finally,
we show that thanks to our model we can analyze the performance of a
system composed of a large number of P2P networks.

To the best of our knowledge, this is the first paper on model-based
analysis of interconnection of large scale unstructured P2P
networks [27] , [28] 
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We consider the following problem: nodes in a MANET must disseminate
data chunks using rateless codes but some nodes are assumed to be
malicious, i.e., before transmitting a coded packet they may modify
its payload. Nodes receiving corrupted coded packets are prevented
from correctly decoding the original chunk.
We propose SIEVE, a fully distributed technique to identify malicious nodes.

SIEVE is based on special messages called checks that nodes
periodically transmit. A check contains the list of nodes
identifiers that provided coded packets of a chunk as well as a flag
to signal if the chunk has been corrupted. SIEVE operates on top of
an otherwise reliable architecture and it is based on the
construction of a factor graph obtained from the collected
checks on which an incremental belief propagation algorithm is run
to compute the probability of a node being malicious. Analysis is
carried out by detailed simulations using ns-3. We show that SIEVE
is very accurate and discuss how nodes speed impacts on its
accuracy. We also show SIEVE robustness under several attack
scenarios and deceiving actions. The paper has been accepted to
[20] 
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Content Centric Networking is a promising data- centric
architecture, based on in-network caching, name-driven routing, and
receiver-initiated sessions, which can greatly enhance the way
Internet resources are currently used, thus making the support for a
broader set of users with increasing traffic demands possible. The
CCN vision is, currently, attracting the attention of many
researchers across the world, because it has all the potential to
become ready to the market, to be gradually deployed in the Internet
of today, and to facilitate a graceful transition from a
host-centric networking rationale to a more effective data-centric
working behavior. At the same time, several issues have to be
investigated before CCN can be safely deployed at the Internet
scale. They include routing, congestion control, caching operations,
name-space planning, and application design. With reference to
application-related facets, it is worth to notice that the demand
for TV services is growing at an exponential rate over the time,
thus requiring a very careful analysis of their performance in CCN
architectures. To this end, in the present contribution we deploy a
CCN-TV system, able to deliver real-time streaming TV services and
we evaluate its performance through a simulation campaign based on
real topologies. The paper has been accepted to [19] .
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Trust and reputation systems (TRSs) have recently seen as a vital
asset for the safety of online interaction environment. They are
present in many practical applications, e.g., e-commerce and social
web. A lot of more complicated systems in numerous disciplines also
have been studied and proposed in academia. They work as a decision
support tool for participants in the system, helping them decide
whom to trust and how trustworthy the person is in fulfilling a
transaction. They are also an effective mechanism to encourage
honesty and cooperation among users, resulting in healthy online
markets or communities. The basic idea is to let parties rate each
other so that new public knowledge can be created from personal
experiences. The greatest challenge in designing a TRS is making it
robust against malicious attacks. In this paper, we provide readers
an overview on the research topic of TRSs, propose a consistent
research agenda in studying and designing a robust TRS, and present
an implemented reputation computing engine alongside simulation
results, which is our preliminary work to acquire the target of a
trust and reputation framework for social web applications.

Information concerning the reputation of individuals has always been
spread by word-of-mouth and has been used as an enabler of numerous
economic and social activities. Especially now, with the development
of technology and, in particular, the Internet, reputation
information can be broadcast more easily and faster than ever
before. Trust and Reputation Systems (TRSs) have gained the
attention of many information and computer scientists since the
early 2000s. TRSs have a wide range of applications and are domain
specific. The multiple areas where they are applied, include social
web platforms, e-commerce, peer-to-peer networks, sensor networks,
ad-hoc network routing, and so on. Among these, we are most
interested in social web platforms. We observe that trust and
reputation is used in many online systems, such as online auction
and shopping websites, including eBay, where people buy and sell a
broad variety of goods and services, and Amazon, which is a world
famous online retailer. Online services with TRSs provide a better
safety to their users. A good TRS can also create incentives for
good behavior and penalize damaging actions. Markets with the
support of TRSs will be healthier, with a variety of prices and
quality of service. TRSs are very important for an online community,
with respect to the safety of participants, robustness of the
network against malicious behavior and for fostering a healthy
market.

From a functional point of view, a TRS can be split into three
components The first component gathers feedback on participants'
past behavior from the transactions that they were involved in. This
component includes storing feedback from users after each
transaction they take part in. The second component computes
reputation scores for participants through a Reputation Computing
Engine (RCE), based on the gathered information. The third component
processes the reputation scores, implementing appropriate reward and
punishment policies if needed, and representing reputation scores in
a way which gives as much support as possible to users'
decision-making. A TRS can be centralized or distributed. In
centralized TRSs, there is a central authority responsible for
collecting ratings and computing reputation scores for users. Most
of the TRSs currently on the Internet are centralized, for example
the feedback system on eBay and customer reviews on Amazon. On the
other hand, a distributed TRS has no central authority. Each user
has to collect ratings and compute reputation scores for other users
himself. Almost all proposed TRSs in the literature are distributed.

Some of the main unwanted behaviors of users that might appear in
TRSs are: free riding (people are usually not willing to give
feedback if they are not given an incentive to do so),
untruthful rating (users give incorrect feedback either
because of malicious intent or because of unintended and
uncontrolled variables), colluding (a group of users
coordinate their behavior to inflate each other's reputation scores
or bad-mouth other competitors. Colluding motives are only clear in
a specific application), whitewashing (a user creates a new
identity in the system to replace his old one when the reputation of
the old one has gone bad), milking reputation (at first, a
participant behaves correctly to get a high reputation and then
turns bad to make a profit from their high reputation score). The
milking reputation behavior is more harmful to social network
services and e-commerce than to the others.

This research aims to build on these studies and systematize the
process of designing a TRS in general as depicted in
Fig. 12 . First, we characterize the application
system into which we want to integrate a TRS, and find and identify
new elements of information which substitute for traditional signs
of trust and reputation in the physical world. Second, based on the
characteristics of the application, we find suitable working
mechanisms and processes for each component of the TRS. This step
should answer the following questions: “What kind of information do
we need to collect and how?", “How should the reputation scores be
computed using the collected information?", and “How should they be
represented and processed to lead users to a correct decision?". To
answer the first question, which corresponds to the information
gathering component, we should take advantage of information
technology to collect the vast amounts of necessary data. An RCE
should meet these criteria: accuracy for long-term
performance (distinguishing a newcomer with unknown quality from a
low-quality participant who has stayed in the system for a long
time), weighting towards recent behavior,
smoothness (adding any single rating should not change the
score significantly), and robustness against attacks.
Third, we study the tentative design obtained after the second step
in the presence of selfish behaviors. During the third step, we can
repeatedly return to Step 2 whenever appropriate until the system
reaches a desired performance. The fourth step will refine the TRS
and make it more robust against malicious attacks. If a modification
is made, we should return to Step 2 and check all the conditions in
steps 2 and 3 before accepting the modification. The paper has been
accepted to [19] 
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The LFP Framework is an extension of the Harper-Honsell-Plotkin's
Edinburgh Logical Framework LF with external predicates, hence the
name Open Logical Framework. This is accomplished by defining lock
type constructors, which are a sort of “diamond”-modality
constructors, releasing their argument under the condition that a
possibly external predicate is satisfied on an appropriate typed
judgement. Lock types are defined using the standard pattern of
constructive type theory, i.e. via introduction, elimination, and
equality rules. Using LFP, one can factor out the complexity of
encoding specific features of logical systems which would otherwise
be awkwardly encoded in LF, e.g. side-conditions in the application
of rules in Modal Logics, and sub-structural rules, as in
non-commutative Linear Logic. The idea of LFP is that these
conditions need only to be specified, while their verification can
be delegated to an external proof engine, in the style of the
Poincaré Principle or Deduction Modulo. Indeed such paradigms can be
adequately formalized in LFP. We investigate and characterize the
meta-theoretical properties of the calculus underpinning LFP: strong
normalization, confluence, and subject reduction. This latter
property holds under the assumption that the predicates are
well-behaved, i.e. closed under weakening, permutation,
substitution, and reduction in the arguments. Moreover, we provide a
canonical presentation of LFP, based on a suitable extension of the
notion of βη-long normal form, allowing for smooth
formulations of adequacy statements.

LFP is parametric over a potentially unlimited set of (well-behaved)
predicates P, which are defined on derivable typing judgements of
the form Γ[image: $ \vdash$]ΣN:σ, see Fig 13 .
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The syntax of LFP predicates is not specified, with the main idea
being that their truth is to be verified via a call to an external
validation tool; one can view this externalization as an oracle
call. Thus, LFP allows for the invocation of external “modules”
which, in principle, can be executed elsewhere, and whose successful
verification can be acknowledged in the system via
L-reduction. Pragmatically, lock types allow for the factoring out
of the complexity of derivations by delegating the {checking,
verification, computation} of such predicates to an external proof
engine or tool. The proof terms themselves do not contain explicit
evidence for external predicates, but just record that a
verification {has to be (lock), has been successfully (unlock)}
carried out. In this manner, we combine the reliability of formal
proof systems based on constructive type theory with the efficiency
of other computer tools, in the style of the Poincaré Principle. In
this paper, we develop the meta-theory of LFP. Strong normalization
and confluence are proven without any additional assumptions on
predicates. For subject reduction, we require the predicates to be
well-behaved, i.e. closed under weakening, permutation,
substitution, and [image: Im2 ${\#946 \#8466 }$]-reduction in the arguments. LFP is
decidable, if the external predicates are decidable. We also provide
a canonical presentation of LFP, based on a suitable extension of
the notion of βη-long normal form. This allows for simple
proofs of adequacy of the encodings. In particular, we encode in
LFP the call-by-value λ-calculus and discuss a possible
extension which supports the design-by-contract paradigm. We provide
smooth encodings of side conditions in the rules of Modal Logics,
both in Hilbert and Natural Deduction styles. We also encode
sub-structural logics, i.e. non-commutative Linear Logic. We also
illustrate how LFP can naturally support program correctness systems
and Hoare-like logics. In our encodings, we utilize a library of
external predicates. As far as expressiveness is concerned,
LFP is a stepping stone towards a general theory of shallow vs deep
encodings, with our encodings being shallow by definition. Clearly,
by Church's thesis, all external decidable predicates in LFP can be
encoded, possibly with very deep encodings, in standard LF. It would
be interesting to state in a precise categorical setting the
relationship between such deep internal encodings and the encodings
in LFP. LFP can also be viewed as a neat methodology for separating
the logical-deductive contents from, on one hand, the verification
of structural and syntactical properties, which are often needlessly
cumbersome but ultimately computable, or, on the other hand, from
more general means of validation.
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Quantaflow designs, manufactures and markets hardware,
services, and software for professional and autonomous
counting and tracking of the flow of people, in the
setting of centralized data-gathering, and all for the
purposes of security or marketing.

Given the complementarity of their competences, the Parties
have decided to form a collaboration in order to formalize
a communication protocol that Quantaflow wishes to use
with its new equipment.

The main objective of this undertaking was the development of a secure
protocol for message exchange between all of the actors in the
Quantaflow network see Fig reffig:quantaflow, and has incorporated
the following topics:
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	[bookmark: uid74] Analysis of use-case scenarios



	[bookmark: uid75] Design of mechanisms for determining device presence in a network



	[bookmark: uid76] Design of protocol messages



	[bookmark: uid77] The flow of protocol messages






	[bookmark: uid78] Protocol security, in particular:
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	[bookmark: uid81] Cryptography, in particular:


	[bookmark: uid82] Symmetric and public-key cryptography
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while the specifics of the work involved are protected by a
non-disclosure agreement. This study has been conducted under an NDA
and it is released in [24] , [25] .
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Because of the rich founding of the interreg myMed contract we have
started few collaborations under the form of “Contrat de prestations”.
Without going too much into détails


	[bookmark: uid85] Ludotic: “IHM for myMed”.



	[bookmark: uid86] VuLog: info-mobility solutions for myMed (stopped because bad results of the collaboration).



	[bookmark: uid87] David Da Silva, “autoentrepreneur”, “conception et implémentation de 3 social application myMed”.



	[bookmark: uid88] Sony Marcarelli “ “autoentrepreneur”, “porting of the social applications the Apple Store”.



	[bookmark: uid89] GIR MARALPIN: “mounting a critical mass for myMed in the euroregion AlpMed”.
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Members of the LogNet team commonly participate in the
reviewing of conference and journal papers.
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[bookmark: uid122] Teaching


	[bookmark: uid123] Master : Luigi Liquori, Peer-to-peer 1, 31.5hTD, M2,
Université of Nice Sophia-Antipolis;
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	[bookmark: uid125] PhD: Petar Maksimovic, “Development and Verification of
Probability Logics and Logical Frameworks”, Faculty of Technical
Sciences, University of Novi Sad, Serbia and the University of Nice
Sophia Antipolis, end of June 2012, Silvia Ghilezan and Luigi
Liquori



	[bookmark: uid126] PhD: Vincenzo Ciancaglini, “Extending the reach of overlay
networks through distributed gateways: design, modeling and
applications”, Université de Nice-Sophia Antipolis, Juin 2013, Luigi
Liquori, Jean-Christophe Pazzaglia (SAP).



	[bookmark: uid127] PhD in progress: Thao Nguyen, “Trust and reputation management
in online marketplaces”, Université de Nice-Sophia Antipolis,
November 2010, Luigi Liquori and Bruno Martin (UNICE).



	[bookmark: uid128] PhD in progress: Riccardo Loti, “Modeling and evaluation of
protocols for Delay Tolerant Networks exploiting DHT, Content driven
routing, and rateless codes”, Université de Nice-Sophia Antipolis
and University of Turin Italy, January 2011, Luigi Liquori and
Rossano Gaeta (UNITO).



	[bookmark: uid129] PhD in progress: Giang Ngo, “Inter-heterogeneous overlay
co-operation”, Université de Nice-Sophia Antipolis and HUST, Hanoi
Institute of Science and Technology, Vietnam, October 2011, Luigi
Liquori and Nguyen Chan Hung (HUST).
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	[bookmark: uid131] Referee of the Claudia Tavares Ph.d., “Un système de types pour
la programmation par réécriture embarquée”, Loria, 2012.
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The LogNet team has conducted a dozen circa of sessions of
popularization of the myMed software (typically an “atelier de
formation au réseau social myMed”). Public are typically students,
administration people of many town or institutions (CG06, Mairies,
Hospital, etc.).
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pour le développement du
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de développement vient de
réunir, & Chateauneuf-ville-
vieille, les maires des com-
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conseil de développement,
les professionnels du tou-
risme. Geneviéve Bach,
vice-présidente de 'ADPP,
etNadine Broch, présidente
du conseil de développe-
‘ment, ont présenté le pro-
jet.

Le maire Edmond Mari a accueililes porteurs du projet

MyMed.
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transfrontalier, & cofit zéro,
élaboré dans le cadre du
programme européen Alco-
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niquerait principalement
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