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        Section: 
      Overall Objectives

        Presentation and scientific
foundations

        The research work within the project-team is mostly devoted to the
design and analysis of cryptographic algorithms, in the classical or
in the quantum setting. This work is essential since the current situation of
cryptography is rather fragile. Many
cryptographic protocols are now known whose security can be formally
proved assuming that the involved cryptographic primitives are ideal
(random oracle model, ideal cipher model...). However, the
security of the available primitives has been either threatened by recent progress
in cryptanalysis or by the possible invention of a large quantum
computer. In other
words, there is usually no concrete algorithm available to instantiate
in practice the ideal “black boxes” used in these protocols!

        In this context, our research work focuses on both families of
cryptographic primitives, symmetric and asymmetric
primitives.


      

      
      

      
    

  
    
    
      
      
      

      
      
        
        Section: 
      Overall Objectives

        Main topics

        Our domain in cryptology includes the
analysis and the design of

        
          	
             symmetric primitives (a.k.a. secret-key
algorithms),

          

          	
             public-key primitives based on
hard problems coming from coding theory which are likely to be resistant
against a quantum computer,

          

          	
             quantum cryptographic protocols whose security does not rely on
computational assumptions but on the laws of quantum physics.
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        Section: 
      Research Program

        Scientific foundations

        Our approach relies on a
competence whose impact is much wider than cryptology. Our tools
come from information theory, discrete mathematics, probabilities,
algorithmics, quantum physics... Most of our work mixes fundamental
aspects (study of mathematical objects) and practical aspects
(cryptanalysis, design of algorithms, implementations). Our
research is mainly driven by the belief that discrete mathematics
and algorithmics of finite structures form the scientific core of
(algorithmic) data protection.


      

      
      

      
    

  
    
    
      
      
      

      
      
        
        Section: 
      Research Program

        Symmetric cryptology

        Symmetric techniques are widely used because they are the only ones that can achieve some major features such as high-speed or low-cost encryption, fast authentication, and efficient hashing. It is a very active research area which is stimulated by a pressing industrial demand.
The process which has led to the new block cipher standard AES in 2001 was the outcome of a decade of research in symmetric cryptography, where new attacks have been proposed, analyzed and then thwarted by some appropriate designs. However, even if its security has not been challenged so far, it clearly appears that the AES cannot serve as a Swiss knife in all environments. In particular an important challenge raised by several new applications is the design of symmetric encryption schemes with some additional properties compared to the AES, either in terms of implementation performance (low-cost hardware implementation, low latency, resistance against side-channel attacks...) or in terms of functionalities (like authenticated encryption). The past decade has then been characterized by a multiplicity of new proposals. This proliferation of symmetric primitives has been amplified by several public competitions (eSTREAM, SHA-3, CAESAR...) which have encouraged innovative constructions and promising but unconventional designs. We are then facing up to a very new situation where implementers need to make informed choices among more than 30 lightweight block ciphers (24 are described on https://www.cryptolux.org/index.php/Lightweight_Block_Ciphers .) or 57 new authenticated-encryption schemes (see http://competitions.cr.yp.to/caesar-submissions.html ). Evaluating the security of all these proposals has then become a primordial task which requires the attention of the community.

        In this context we believe that the cryptanalysis effort cannot scale up without an in-depth study of the involved algorithms.
Indeed most attacks are described as ad-hoc techniques dedicated to a particular cipher. To determine whether they apply to some other primitives, it is then crucial to formalize them in a general setting. Our approach relies on the idea that a unified description of generic attacks (in the sense that they apply to a large class of primitives) is the only methodology for a precise evaluation of the resistance of all these new proposals, and of their security margins. In particular, such a work prevents misleading analyses based on wrong estimations of the complexity or on non-optimized algorithms. It also provides security criteria which enable designers to guarantee that their primitive resists some families of attacks. The main challenge is to provide a generic description which captures most possible optimizations of the attack.

      

      
      

      
    

  
    
    
      
      
      

      
      
        
        Section: 
      Research Program

        Code-based cryptography

        Public-key cryptography is one of the key tools for providing network
security (SSL, e-commerce, e-banking...). The security of nearly
all public-key schemes used today relies on the presumed difficulty of
two problems, namely factorization of large integers or computing the
discrete logarithm over various groups. The hardness of those
problems was questioned in 1994 (P. Shor, Algorithms for
quantum computation: Discrete logarithms and factoring, FOCS
1994.) when Shor showed that a quantum computer could solve them
efficiently. Though large enough quantum computers that would be able
to threaten the existing cryptosystems do not exist yet, the
cryptographic research community has to get ready and has to prepare
alternatives. This line of work is usually referred to as post-quantum cryptography.

        The research of the project-team in this field is
focused on the design and cryptanalysis of cryptosystems making use of
coding theory. Code-based cryptography is one the main techniques for post-quantum
cryptography (together with lattice-based, multivariate, or hash-based
cryptography).


      

      
      

      
    

  
    
    
      
      
      

      
      
        
        Section: 
      Research Program

        Quantum information

        The field of quantum information and computation aims at exploiting the laws of quantum physics to manipulate information in radically novel ways. There are two main applications:

        
          	(i)

          	
             quantum computing, that offers the promise of solving some problems that seem to be intractable for
classical computers such as for instance factorization or solving the discrete
logarithm problem;

          

          	(ii)

          	
             quantum cryptography, which provides new ways to exchange data in a provably secure fashion.
For instance it allows key distribution by using an authenticated channel and quantum communication over an
unreliable channel with unconditional security, in the sense that its security can be proven rigorously by using
only
the laws of quantum physics, even with all-powerful adversaries.

          

        

        Our team deals with quantum coding theoretic issues related to building a large quantum
computer and with quantum cryptography. The first part builds upon our expertise
in classical coding theory whereas the second axis focuses on
obtaining security proofs for quantum protocols or on devising quantum cryptographic protocols
(and more generally quantum protocols related to cryptography).
A close relationship with partners working in the whole area of quantum information processing
in the Parisian region has also been developed through our participation
to the Fédération de Recherche “PCQC” (Paris Centre for Quantum Computing).
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        Section: 
      Application Domains

        Cryptographic primitives

        Our major application domain is the design of cryptographic primitives, especially for platforms with restricting implementation requirements. For instance, we aim at recommending (or designing) low-cost (or extremely fast) encryption schemes. 

      

      
      

      
    

  
    
    
      
      
      

      
      
        
        Section: 
      Application Domains

        Code Reconstruction

        To evaluate the quality of a cryptographic algorithm, it is usually
assumed that its specifications are public, as, in accordance with
Kerckhoffs principle, it would be dangerous to rely, even partially,
on the fact that the adversary does not know those specifications.
However, this fundamental rule does not mean that the specifications
are known to the attacker. In practice, before mounting a
cryptanalysis, it is necessary to strip off the data. This
reverse-engineering process is often subtle, even when the data
formatting is not concealed on purpose. A typical case is
interception: some raw data, not necessarily encrypted, is observed
out of a noisy channel. To access the information, the whole
communication system has first to be disassembled and every
constituent reconstructed. A transmission system actually corresponds
to a succession of elements (symbol mapping, scrambler, channel
encoder, interleaver... ), and there exist many possibilities
for each of them.
In addition to the “preliminary to cryptanalysis” aspect, there are
other links between those problems and cryptology. They share
some scientific tools (algorithmics, discrete mathematics,
probability...), but beyond that, there are some very strong
similarities in the techniques.
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        Section: 
      Highlights of the Year

        Highlights of the Year

        
        Resistance of equivalent Sboxes to differential and linear attacks

        The so-called Sboxes highly influence the security of a block cipher since they are the only nonlinear component in the cipher. It was widely believed that Sboxes which are affine equivalent (i.e., which are the same up to the composition with affine functions) provide the same security level regarding differential and linear cryptanalyses. However, some simulation results on the maximum expected differential probability over two rounds of the AES show that this is not always the case.
A. Canteaut and J. Roué [45]  have then investigated the effect of affine transformations of the Sbox on the maximal expected differential probability and linear potential over two rounds of a substitution-permutation network, when the diffusion layer is linear over the finite field defined by the Sbox alphabet. They have been able to exhibit different behaviors depending on the choice of the Sbox within a given equivalence class. This includes some unexpected
differences: for a given m-bit Sbox, the choice of the basis used for defining the finite field in the description of the linear layer may also affect the value of the two-round MEDP or MELP. They have also shown that the inversion is the mapping within its equivalence class which has the highest two-round MEDP and MELP, independently of the choice of the MDS linear layer. This situation mainly originates from the fact that this Sbox is an involution. This result has been awarded as one of the 3 best papers at Eurocrypt 2015.

        
        Relativistic cryptography

        Two-party cryptographic tasks are well-known to be impossible without complexity assumptions, either in the classical or the quantum world. Remarkably, such no-go theorems might become invalid when adding the physical assumption that no information can travel faster than the speed of light. This additional assumption gives rise to the emerging field of relativistic cryptography. We started investigating such questions through the task of bit commitment. In particular, an interesting bit commitment protocol was introduced in 2014 by Lunghi et al. and proven secure against arbitrary classical attacks. The drawback however was that the commitment time was quite constrained, as most a few milliseconds. In [16] , K. Chakraborty, A. Chailloux and A. Leverrier showed that the same protocol could in fact achieve commitment times that were arbitrarily long, thereby establishing that relativistic cryptography is a very practical solution.

        
        Quantum Expander Codes

        In a paper presented at FOCS 2015 [55] , A. Leverrier and JP. Tillich, together with G. Zémor, give an efficient decoding
algorithm for a certain kind of quantum LDPC
codes which provably corrects any pattern of errors of weight
proportional to the square-root of the length of the code.
The algorithm runs in time linear in the number of qubits, which makes
its performance the strongest to date for linear-time decoding
of quantum codes. This work can be considered as a further step towards
proving that fault tolerant quantum
computing is possible by using only a constant multiplicative overhead
of additional qubits.

        
        Organization of WCC 2015

        The whole project-team has been involved in the organization of the international conference WCC 2015, which was held in Paris (at Institut Henri Poincaré) in April 2015. This was the ninth in the series of biannual workshops on Coding and Cryptography. This edition has gathered around 150 participants from many different countries. We received 90 submissions out of which 53 have been selected for presentation at the conference.

        
        Awards

        
          	
             1st prize of the Streebog competition  [90] 

          

          	
             2nd prize of the underhanded crypto contest https://underhandedcrypto.com/archive/ 

          

          	
             One of the best 3 papers at Eurocrypt 2015 [45] 

          

          	
             Best paper at PQCrypto 2016 [57] .

          

        

        
        Best Papers Awards:
      

        [45]
        
          	

          	A. Canteaut, J. Roué.
On the behaviors of affine equivalent Sboxes regarding differential and linear attacks, in: Advances in Cryptology - Eurocrypt 2015 (Part I), Sofia, Bulgaria, Lecture Notes in Computer Science, Springer, April 2015, vol. 9056, pp. 45-74.
https://hal.inria.fr/hal-01104051
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        Section: 
      New Results

        Symmetric
cryptology

        Participants :
	Anne Canteaut, Pascale Charpin, Sébastien Duval, Virginie Lallemand, Gaëtan Leurent, Nicky Mouha, María Naya Plasencia, Joëlle Roué, Yann Rotella.

        
        Block ciphers

        Most of our work on block ciphers is related to an ANR Project named BLOC. Our recent results mainly concern either the analysis and design of lightweight block ciphers.

        
          Recent results:
        

        
          	
             Design and study of a new construction for low-latency block ciphers, named reflection ciphers, which generalizes the so-called α-reflection property exploited in PRINCE. This construction aims at reducing the implementation overhead of decryption on top of encryption [15] , [60] .

          

          	
             Formalization and generic improvements of impossible differential cryptanalysis: our work provides a general framework for impossible differential cryptanalysis including a generic complexity analysis of the optimal attack [36] .

          

          	
             Cryptanalysis of several recently proposed block ciphers which offer an optimal resistance against side-channel attacks in the sense that the cost of Boolean masking is minimized. This includes an attack against Zorro and its variants [39] , and an attack against Picaro in the related-key model [44] .

          

          	
             Cryptanalysis of Feistel constructions with secret Sboxes [42] .

          

          	
             Study of the security of the Even-Mansour construction in the multi-key setting [56] .

          

        

        
        Authenticated encryption

        A limitation of all classical block ciphers is that they aim at protecting confidentiality only, while most applications need both encryption and authentication. These two functionalities are provided by using a block cipher like the AES together with an appropriate mode of operation. However, it appears that the most widely-used mode of operation for authenticated encryption, AES-GCM, is not very efficient for high-speed networks. Also, the security of the GCM mode completely collapses when an IV is reused. These severe drawbacks have then motivated an international competition named CAESAR, partly supported by the NIST, which has been recently launched in order to define some new authenticated encryption schemes (http://competitions.cr.yp.to/caesar.html ).
Our work related to this competition is then two-fold: G. Leurent and N. Mouha have participated to the design of some CAESAR candidates; Also, the project-team is involved in a national cryptanalytic effort led by the BRUTUS project funded by the ANR.

        
          Recent results:
        

        
          	
             Design of new authenticated encryption schemes submitted to the CAESAR competition: SCREAM v3.0 [72]  and PRIMATES 2[58] 

          

          	
             Cryptanalysis of the CAESAR candidates: collision attacks [49]  against several candidates including AEZ and Marble, attack against LAC [53] .

          

        

        
        Stream ciphers

        Stream ciphers provide an alternative to block-cipher-based encryption schemes. They are especially well-suited in applications which require either extremely fast encryption or a very low-cost hardware implementation.

        
          Recent results:
        

        
          	
             Cryptanalysis of the recently proposed lightweight stream cipher Sprout [52] , [71] .

          

          	
             New types of correlation attacks against filter generators exploiting the approximation of the filtering function composed with non-bijective monomial mappings [63] , [87] .

          

          	
             Design of encryption schemes for efficient homomorphic-ciphertext compression: in order to avoid the (extremely) high expansion rate of homomorphic encryption, a solution consists in transmitting to the server the ciphertext c obtained by encrypting m with a symmetric scheme (the corresponding secret key encrypted by the homomorphic cipher is also transmitted). The server then needs to compute m encrypted with the homomorphic scheme from c, i.e. the server needs to homomorphically evaluate the decryption circuit of the symmetric cipher. A. Canteaut, M. Naya-Plasencia together with their coauthors have investigated the constraints on the symmetric cipher imposed by this application and they have proposed some solutions based on additive IV-based stream ciphers [78] .

          

        

        
        Hash functions and MACS

        The international research effort related to the selection of the new hash function standard SHA-3 has led to many important results and to a better understanding of the security offered by hash functions. However, hash functions are used in a huge number of applications with different security requirements, and also form the building-blocks of some other primitives, like MACs.
In this context, we have investigated the security of some of these constructions, in order to determine whether some particular constructions for hash functions may affect the security of the associated MACs.

        
          Recent results:
        

        
          	
             Improved generic attacks against hash-based MAC [30] , [31] 

          

          	
             Cryptanalysis of 7 (out of 8) rounds of the Chaskey MAC [32] . This work has led the designers of Chaskey to increase the number of rounds [80] .

          

          	
             Attack against the XOR of two hash functions, using complex
structures build from collisions [54] . This work by G. Leurent and L. Wang shows that, surprisingly, the construction H1(M)⊕H2(M) with
common hash functions H1 and H2 (e.g. SHA-256 and BLAKE-256) is actually be less secure than
each function on their own.

          

        

        
        Security of Internet protocols

        Hash functions are used to in key-exchange protocols
such as TLS, IKE and SSH, to verify the integrity of the exchange. Most practitioners believe that the
hash function only need to resist preimage attacks for this use. However, K.  Bhargavan and G. Leurent have shown that collisions in
the hash function are sufficient to break the integrity of these protocols, and to impersonate some of
the parties [41] . Since many protocols still allow the use of MD5 or SHA-1 (for which collision attacks are
known), this result in some practical attacks, and extends the real-world impact of the collision attacks
against MD5 and SHA-1. This work has already influenced the latest TLS 1.3 draft, and the main TLS
libraries are removing support of MD5 signatures

        
        Cryptographic properties and construction of appropriate
building blocks

        The construction of building blocks which guarantee
a high resistance against the known attacks is a major topic within
our project-team, for stream ciphers, block ciphers and hash
functions. The use of such optimal objects actually leads to some
mathematical structures which may be at the origin of new attacks. This
work involves fundamental aspects related to discrete mathematics,
cryptanalysis and implementation aspects. Actually, characterizing
the structures of the building blocks which are optimal regarding to
some attacks is very important for finding appropriate constructions
and also for determining whether the underlying structure induces some
weaknesses or not.
For these reasons, we have investigated several families of filtering
functions and of S-boxes which are well-suited for their cryptographic
properties or for their implementation characteristics.

        
          Recent results:
        

        
          	
             Definition of an extended criterion for estimating the resistance of a block cipher to differential attacks. This work emphasizes the role played by the affine permutation of the set of 8-bit words which follows the inverse function in the AES [45] , [25] , [26] , [64] , [24]  (see Section 
	5.1.1 ).

          

          	
             Construction of new Sboxes for lightweight ciphers: A. Canteaut, S. Duval and G. Leurent have investigated several constructions for obtaining good cryptographic Sboxes (especially 8-bit Sboxes) with a low implementation cost [43] , [62] , [84] .

          

          	
             P. Charpin, together with S. Mesnager and S. Sarkar, has provided a rigorous study of involutions over the finite field of order 2n which are relevant primitives for cryptographic designs [47] . Most notably, they have focused on the class of involutions defined by Dickson polynomials [70] , [79] .

          

        

      

      
      

      
    

  
    
    
      
      
      

      
      
        
        Section: 
      New Results

        Code-based cryptography

        Participants :
	Rodolfo Canto Torres, Julia Chaulet, Adrien Hauteville, Irene Márquez Corbella, Aurélie Phesso, Nicolas Sendrier, Jean-Pierre Tillich.

        The first cryptosystem based on error-correcting codes
was a public-key encryption scheme proposed by McEliece in 1978; a
dual variant was proposed in 1986 by Niederreiter. We proposed
the first (and only) digital signature scheme in 2001. Those systems
enjoy very interesting features (fast encryption/decryption, short
signature, good security reduction) but also have their drawbacks
(large public key, encryption overhead, expensive signature
generation). Some of the main issues in this field are

        
          	
             security analysis, implementation and practicality of existing solutions,

          

          	
             reducing the key size, e.g., by using rank metric instead of Hamming metric, or by using particular families of codes,

          

          	
             addressing new functionalities, like hashing or symmetric encryption.

          

        

        
          Recent results:
        

        
          	
             Structural attacks against some variants of the McEliece cryptosystem based on subclasses of alternant/Goppa codes which admit a very compact public matrix, typically quasi-cyclic, quasi-dyadic, or quasi-monoidic matrices [20] . This result is obtained thanks to a new operation on codes called folding that exploits the knowledge of the automorphism group of the code [19] .

          

          	
             Cryptanalysis of a variant of McEliece cryptosystem based on polar codes [40] , [59] .

          

          	
             Cryptanalysis of a code-based encryption scheme proposed by Baldi et al. in the Journal of Cryptology [48] .

          

          	
             Cryptanalysis of a code-based signature scheme proposed at PQCrypto 2013 by Baldi at al. [57] .

          

          	
             Improved algorithm for decoding in the rank metric when some additional information about the targeted codeword is provided [51] ; this algorithm used together with a folding technique leads to a feasible attack on the LRPC cryptosystem.

          

          	
             Design on a new code-based stream cipher, named RankSynd, variant of Synd for the rank metric [50] .

          

          	
             In-depth analysis of the complexity of generic decoding algorithms for linear codes [37] . Most notably, R. Canto Torres and N. Sendrier have investigated the information-set decoding algorithms applied to the case where the number of errors is sub-linear in the code length [46] . This situation appears in the analysis of the McEliece based in quasi-cyclic Moderate Density Parity Check
(MDPC) codes.

          

        

      

      
      

      
    

  
    
    
      
      
      

      
      
        
        Section: 
      New Results

        Quantum Information

        Participants :
	Kaushik Chakraborty, André Chailloux, Anthony Leverrier, Jean-Pierre Tillich.

        
        Quantum codes

        Protecting
quantum information from external noise is an issue of paramount
importance for building a quantum computer. It also worthwhile to
notice that all quantum error-correcting code schemes proposed up to
now suffer from the very same problem that the first (classical)
error-correcting codes had: there are constructions of good quantum
codes, but for the best of them it is not known how to decode them in
polynomial time.

        
          Recent results:
        

        
          	
             A. Leverrier and JP. Tillich, together with G. Zémor, proposed a new class of quantum LDPC codes, “Quantum expander codes”, which feature a simple and very efficient decoding algorithm which can correct arbitrary patterns of errors of size scaling as the square-root of the length of the code. These are the first codes with constant rate for which such an efficient decoding algorithm is known (see Section 
	5.1.3 ) [55] , [35] , [73] .

          

          	
             Error analysis for Boson Sampling, a simplified model for quantum computation [21]

          

        

        
        Quantum cryptography

        A recent approach to cryptography takes into
account that all interactions occur in a physical world described by the
laws of quantum physics. These laws put severe constraints on what an
adversary can achieve, and allow for instance to design provably secure key
distribution protocols. We study such protocols as well as more general
cryptographic primitives such as coin flipping with security properties based on quantum theory.

        
          Recent results:
        

        
          	
             A. Leverrier gave the first composable security proof for a continuous-variable quantum key distribution protocol with coherent states [22] . This essentially completes the security analysis of continuous-variable protocols with coherent states, which are by far the most practical protocols relying on continuous variables.

          

          	
             A. Leverrier and E. Diamanti reviewed the state-of-the-art concerning quantum key distribution with continuous variables [18] .

          

          	
             A. Leverrier and M. Tomamichel gave the most complete security proof of the BB84 protocol to date, including all finite-size effects and a full description of the protocol [89] .

          

          	
             K. Chakraborty and A. Leverrier studied a general family of quantum protocols for position verification and present a new class of attacks based on the Clifford hierarchy that outperform previously known attacks [17] .

          

        

        
        Quantum correlations and nonlocality

        Since the seminal work from Bell in the 60's, it has been known that classical correlations obtained via shared randomness cannot reproduce all the correlations obtained by measuring entangled quantum systems. This impossibility is for instance witnessed by the violation of a Bell inequality and is known under the name of “Quantum Nonlocality”.
In addition to its numerous applications for quantum cryptography, the study of quantum nonlocality and quantum games has become a central topic in quantum information theory, with the hope of bringing new insights to our understanding of quantum theory.

        
          Recent results:
        

        
          	
             Development of a general framework for the study of quantum correlations with combinatorial tools [14]

          

        

        
        Relativistic cryptography

        (see Section 
	5.1.2 ).

        
        Quantum cryptanalysis of symmetric primitives

        Symmetric cryptography seems at first sight much less affected in the post-quantum world than asymmetric cryptography: its main known threat is Grover's algorithm, which allows for an exhaustive key search in the square root of the normal complexity. For this reason, it is usually believed that doubling key lengths suffices to maintain an equivalent security in the post-quantum world.
However, a lot of work is certainly required in the field of symmetric cryptography in order to “quantize” the classical families of attacks in an
optimized way. G. Leurent,
A. Leverrier and M. Naya Plasencia have recently started working in this area in
collaboration with M. Kaplan, especially on differential cryptanalysis. Some preliminary results show that counter-intuitive and surprising cases appear: in general, it is not sufficient to consider the best classical attacks and try to “quantize” them if one wants to find the best post-quantum attack [34] , [85] .

      

      
      

      
    

  
    
    
      
      
      

      
      
        
        Section: 
      New Results

        Reverse-engineering of communication systems

        Participants :
	Nicolas Sendrier, Jean-Pierre Tillich, Audrey Tixier.

        Our activity within
this domain, whose first aim is to establish the scientific and
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